[ Ipunoxkenue 2
K 00s13aTe/IbHON MHOpMaLIK
JUISE pa3MellieHus Ha caiire

MHOPOPMALIHNOHHASA ITAMSITKA
JUIA OBYYAIOINUXCS VIS PASMEIIEHUS
HA OOUIHNAIBHBIX HHTEPHET-PECYPCAX

C Kax/IbIM I0JIOM MOJIOJIEKU B MHTEPHETE CTAHOBUTHLCS OO/IbIIE, A HIKOJIb-
HUKH OJIHH M3 CaMblX AKTHBHBIX Iojb3oBaTened Pynera. Mexiay TeMm, MOMHUMO
OrPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HeceT U npodieMbl. DTa naMar-
Ka JIOJKHA MoMo4b Tebe 0e3011acH0 HaXOMThCS B CETH.

Komibiorepubie BUPYCHI

KomnplorepHslii BUPYC - 9TO Pa3sHOBHUHOCTL KOMIIBIOTEPHBIX 1POIpaMm,
OTJIMYUTENILHONH 0COOCHHOCTBIO KOTOPOH SABIISIETCH CIIOCOOHOCTH K PA3MHOKEHHIO.
B jononHenne K 3TOMy, BUPYChl MOT'YT HOBPEJNTh MK [1OJIHOCTBIO YHHYTOKHTE
Bce (haiiiibl ¥ JlaHHbIe, 1OJAKOHTPOJIbHBIE M0JIB30BATENIO, OT UMEHH KOTOPOro Obiia
3allyllleHa 3apa)keHHasi [porpamMma, a Takke MOBPEANTb MM JlaKe YHHUUTONKHUTD
OTIepaIlMOHHYIO CUCTEMY CO BceMH (aiylamu B LejoM. B QonblIMHCTBE Cly4dacs
pacIpoOCTPaHsIOTCS BUPYChl Yepe3 UHTEpHET.

MeTo/1bl 3a1UTEl OT BPEAOHOCHBIX [TPOIpaMM:

1. Menonp3yil COBpeMEHHBbIC ONEPALlMOHHBIC CHUCTEMBbI, MMEIOLIME CCpbe3-
HBIH YPOBEHb 3aLLUTEI OT BPEAOHOCHLIX IIPOIPaAMM;

2. IlocrosiHHO ycraHaB/iuBai naydtu (LMQPOBLIC 3aAIIATKHA, KOTOPbLIE dBTO-
MaTH4YEeCKHM YCTAHABIMBAIOTCS C LIEJIBIO JIOpadOTKHU IPOrpamMmbl) U Japyrue oOHOB-
JICHHs CBOCH onepauuoHHONH cucreMbl. CKauMBail MX TOJIBLKO ¢ O(UIMAILHOIO
caiita paspabdoruuka OC. Ecim cyuiecTByeT peKHM aBrOMaTH4YCCKOIo o0OHOBIIC-
HMS1, BKJIIOYH €ro;

3. PaGorait Ha cBOeM KOMIIBIOTEpE 110/ [TPaBaMM MOJIL30BATENS!, @ He aJIMH-
HHUCTpaTopa. DTO HE MO3BOJIUT 6OJII)I_IIHHCTB}’ BpCJOHOCHBIX IIPOI'PAMM HHCTA lJIM-
POBATLCS Ha TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Ucnonb3ylt aHTUBUPYCHBIEC [TPOrpPaMMHbIE MPOAYKThI U3BECTHBIX MPOM3-
BOJMTEJICH, C aBTOMAaTH4YCCKUM O0OHOBJICHHEM 0a3;

5. Orpanuub GU3UYECKHUH JIOCTYII K KOMIIBIOTEPY JUIS TOCTOPOHHUX JIHLL;

6. Ucnoap3yii BHemIHKWEe HOCHTE!IH MH(pOPMALIMK, Takue Kak (uerika, JucK
Ui (paiin U3 MHTEPHETA, TOJILKO U3 POBEPEHHbIX HCTOUYHUKOB;

7. He orkpsbiBaili komnploTepuble Gaiibl, NOMyYeHHbIC U3 HEeHAeKHBIX MC-
TOYHUKOB. Jlaxe Te dainpl, KoTopsle NpHcial TBOH 3HAKOMBIH. Jlyyiue yrounu y
HEro, OTIIPaBJIsl J14 OH Tede ux.

Ceru WI-FI

Wi-Fi - 910 He Bua 11epejiayu JaHHbIX, HE TEXHOJIOIHS, @ BCCIO JIMIEL OpeH/l,
mapka. Lue B 1991 roay Huaepianjackas KOMIAHUA 3apeructpuposaia OpeH/



"WECA", yro obo3nauyano ciosocoyeranue "Wireless Fidelity", koropbiil nepe-
BOAMTCA Kak "0ecrpoBO/iHAS TOYHOCT".

Jlo Hawero BpemMeHH Jonwia Jipyras abopesuarypa, KOTopas sBJseTCs TaKOM
e TexHonorued. Jro abOpesmarypa "Wi-Fi". Takoe nazsanue ObUIO JaHO C
HAMEKOM Ha CTaHJAapT BbICIIeH 3ByKOBOH Texuuku Hi-Fi, uro B nepesoje o3naua-
eT "BbICOKAsi TOYHOCTL".

Ja, 6ecrinaTHbIil UHTEpHET-A0CTYII B Kade, 0Te/sX U adporoprax sABISeTCs
OTJIIMYHOM BO3MOJKHOCTBIO BbIXOJa B UHTepHEeT. HO MHOIHe 3KCHEpThbl CUMTAIOT,
yro oduenocrynusie Wi-Fi ceTn He sBisiioTcsi 6€3011acHbIMH.

Cosertsl 0 Oe3onacHocTu paboTbl B 001 10CTY HHBIX ceTsax Wi-fi:

1. He nepeaasaii ¢Boio nuHyto naGopmanuio yepes odueaoctynisie Wi-Fi
cetu. Paborast B HMX, JKesaTellbHO He BBOJAUTH 11apOJIH JOCTYIIa, JIOTHHBI U KaKue-
TO HOMEpA;

2. Mcnonp3yit 1 00HOBIISIA aHTUBUPYCHBIE IporpaMMbl ¥ Opanamayep. Tem
caMbIM Tbl 00e30MacHulllb cedst 0T 3aKa4yKK BUpyca Ha TBOE YCTPOHCTBO;

3. llpu ucnonwzoBanun Wi-Fi orkmoun ¢ynkuuio "O0wmmit goctyn x dait-
naMm ¥ npuatepam”. Jlannasi yHKUMS 3aKpbiTa 10 YMOJIYAHHIO, O/IHAKO HEKOTO-
pble M0/1b30BaTeIM aKTUBUPYIOT ec Ul yA00cTBa MCIIo/b30BaHus B pabore Win
yuebe;

4. He wucnoap3yi nyOuuunpit WI-Fl s nepejaud JIMYHBIX JI@HHBIX,
HarpuMep /LISt BBIX0/1a B COILMABHBIE CETH WM B JIEKTPOHHYIO [10YTY;

5. Mcnonesyii Toabko samuuiennoe coeaunenue yepes HTTPS, a ne HT'TP,
T.e. npu Habope Beb-ajipeca BBOAM UMeHHO "https:/";

6. B moOGunsuom tenedone orkmoun ¢pyukuuio "Tloakmovenue k Wi-Fi as-
tomarnyecku". He jonyckaii aBTOMaTH4ecKoOro MOAKIIOYEHUs] YCTPOHCTBA K Cce-
1sim Wi-Fi Ge3 TBoero cornacusi.

CoumasnbHblie ceTH

CoumanibHble CeTH aKTUBHO BXOJASAT B HAILLY KU3Hb, MHOI'ME JIIOAM padoTaioT
M JKMBYT TaM IOCTOSHHO, a B Facebook yuxe 3aperucrpupoBan MUILIMAP/ YEIOBEK,
YTO ABJIAETCS OJHOH CeIbMOM BCEX KHUTENECH I1aHerbl. MHOIrue 1oJib30BaTe/Iv He
MOHUMAIOT, 4TO MHGMOpMALMS, pa3MellleHHass UMU B COLIMAJIbHBIX CETAX, MOKET
OBITH Haﬁﬂeﬂﬂ M MCIIOJIB30BaHa KeM YIOJHO, B TOM HHCJ/IC HE oOs3are/IbHO ¢ OJ1a-
I'MMHU HAMEPEHHUSIMH.

OcHOBHBIC COBETHI 110 OE3011aCHOCTH B COLUMANIBLHBIX CETAX:

. Orpanuub crnucok Apy3ed. ¥ 1eds B JIpy3bax He JOKHO OBITH Cilydai-
HBIX ¥ HE3HAKOMBIX JIIOJ(EH;

2. 3amumai ¢BOK 4acTHYIO Ku3Hb. He ykasbiBai napouu, renedoubl, ajipe-
ca, JlaTy TBOEI'O POK/JIEHUS U JAPYryIO JIMUHYIO UH(POpMALHUIO. 3JI0yMbILICHHUKH
MOTYT MCI0JIL30BaTh Jlake HH(POPMALMIO O TOM, KaK Thl H TBOH POJHMTC/IH IJIaHH-
pyere MpOBeCTH KaHUKYJIbI;

3. 3amuMinai cBOIO penyTanMio - JIepKUH e¢ B YUCTOTe M 3ajaBaii cede BO-
npoc: xoresn Obl Thl, YTOOLI JPYrue Mojib30BaTeIM BUIACIH, YTO Thl 3arpyKaciipb?
[logymai, npexjie 4eM 4ro-To onyoIMKoBaTh, HAIMCATD U 3arPy3UTh;



4. Eciu Tbl roBOpULIb € JIKOJIBMH, KOTOPLIX HE 3HACUIb, HE UCIMOJIb3YH CBOE
pealbHOE MMs M JAPYTYIO JIMYHYIO MH(GOPMALIMU: UMS, MECTO KUTEJIbCTBA, MECTO
y4eObl U npouee;

5. UsGerait pasmenienus dororpaduii B Uurepuere, rie Tbl M300pakeH Ha
MECTHOCTH, 10 KOTOPOH MOKHO ONPE/Ie/IUTh TBOE MECTOIOIOKECHHE,

6. [1pu perucrpauuu B COLUMAIBLHON CeTH HEOOXOIMMO UCIIOIB30BATH CIHOK-
HBIC [TapOJIH, COCTOAIIHE U3 OYKB H LH(P U ¢ KOJIIUYCCTBOM 3HAKOB He MeHee §;

7. Ans conualbHOM ceTH, I0YThl M JAPYIHX CaiTOB HEOOXOAHMO MCIIOJIL30-
BaTh pasHele napoiu. Toraa ecian teds B3IIOMAIOT, TO 3/10YMbBILUICHHUKH [10Jy4YaT
IOCTYII TOJIBKO K OJITHOMY MECTY, & HE BO BCe cpasy.

DJIeKTPOHHBIE JIeHbI'H

DJIEKTPOHHBIE JCHbI'M - 9TO O4eHb yJ00HbIH c110c00 1U1arexke, 0HaAKO Cy-
LICCTBYIOT MOILICHHHUKH, KOTOPbIC XOTST HOJYUHTL ITH JACHbIU.

DJICKTPOHHBIE ICHBI'M 1OSIBUIIMCH COBCEM HEJIABHO MU MMEHHO M3-3a 3TOr0 BO
MHOI'MX I'OCY/IapCTBaX /10 CUX 110p HE MPOMNUCAHO PO HUX B 3aKOHAX.

B Poccun ke onn QyHKIMOHUPYIOT W O HUX YK€ [POIUCAHO B 3aKoHe, rje
UX pa3/e/sAi0T Ha HECKOJIBKO BHJIOB - aHOHHMMHBIC WU HE aHOHUMHbIC. PasHuua B
TOM, YTO @aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaercs MpoOBOAUTE onepanuu 6e3
HICHTU(PHUKALMH [10J1b30BaATEIIs, @ B HEAHOHUMHBIX WCHTH(HUKALUS 110.1b30BATEIS
SIBIISICTCS 00s3aTe/IbHOM.

Takke ciaeayer pasiiuarb MEKTPOHHBIC (pUaTHBIC ACHbI'W (paBHbI rocy1ap-
CTBEHHBIM BaJlOTaM) M JIIEKTPOHHbLIE HeduaTHble JAeHbI'M (HE paBHbI rocyjuap-
CTBEHHbIM BaJIOTaMm).

OcHoBHBIE COBETHI 110 Oe30nacHOi padoTe € ICKTPOHHBIMU JIeHLIAMU:

1. IlpuBsixu K cueTy MOOUABHBIA TeaedOH. DTO caMplil yA00HBIA U OBICT-
pbIii crnoco® BOCCTAaHOBUTH JOCTYN K cyety. [IpuBszanusiii renedon nomoxer, ec-
1M 3a0y/ellb CBOM IUIATeKHBIA Mapoiib WIM 3aijlelllb Ha CAlT ¢ HE3HAKOMOIo
YCTPOHCTBA;

2. Mcnonp3yit oaHopasossle napodu. llocie nepexoja na ycuiieHnyio aBro-
pu3aluio Tede yxe He OyJeT yrpokKarh ONaCHOCTL KPasKK HIIK [IepexBaTa 11aTex-
HOT'O MapoJis;

3. Beibepn cnoskuplii naposb. Ilpectynnukam Oyner me npocro yrajaarh
CIIOXKHBIA naposb. Hajexubie naposu - 9To napoJiy, KOTopble COJIepKar He menee
8 3HAKOB M BKJIIOYAIOT B ce0si CTPOUHBIC U MPONUCHBIE OYKBbI, LU(PBI U HECKOJIb-
KO CHMBOJIOB, TaKuMe KakK 3HaK JoJulapa, (pyHTa, BOCKIMLATCIBHBIA 3HAK M T.IL.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHbBIC JAHHBIC HA CalTaX, KOTOPBIM HE JIOBEpsellb.

DneKTpoHHas mouTa

DNEKTPOHHAs 1104Ta - ITO TEXHOJIOI'HS H IIPEJAOCTABISACMBIC €O YCIYTH 10
[I€pPEChUIKE U [10JIYYEHHUIO HJIEKTPOHHBIX COODIIEHM, KOTOPbIE paclpe/elsoTes B
KOMIbIOTEPHOH ceTh. OOBIYHO 2JIEKTPOHHBIA ITOYTOBBLIA SUIMK BBINIAJUT ClIe/ly-
I0LUM 00pa3oM: UMs_MoJib3oBaTe/si@uMs_loMeHa. Takke Kpome repejladuu 1npo-
CTOrO TEKCTa, UMEETCs BO3MOXKHOCTH epeiaBatTs (aitibl.

OcHOBHbIC COBETLI 110 0€3011aCHOA padoTe ¢ AICKTPOHHOM HOYTOH:



1. Hazo BbIOpaTh NpaBHIBHBIA [0Y4TOBBIA cepBuc. B uHTEpHETE €cTb
OrpOMHBIH BEIOOP OecrulaTHbIX MOYTOBBIX CEPBUCOB, OJHAKO JIyHlIe JOBEPATH TEM,
KOr0 3Haellb U KTO MEePBLI B peHTHHTE;

2. He ykaspiBail B IM4HOM noyTe JIMUHYIO HHpopManuio. Harpumep, jiyuiie
BbIOpaTh "My3blKaIbHbIA_(anaT@" wim "pok2013" Bmecto "remal3";

3. HMcnonp3yil ABYXdTalHYl0 aBTOPU3AMIO. DTO KOIJla MOMHMO [1aposis
HYKHO BBOJAMTB KO, IpUCbUlaeMblil o SMS;

4. BeiOepu cloXHbIN 11apoJib. Jisi Kaxk/1010 110YTOBOIO SIIMKA J10JKeH ObITh
CBOM HA/IEKHbIH, YCTONYUBBIH K B3JIOMY [1ap0Jib;

5. Eciin ecTb BO3MOXKHOCTH HallMCaTh CaMOMY CBOH JIMYHBIH BOIIPOC, MC-
MOJIb3YH ITY BOZMOKHOCTD;

6. Mcronb3yit HECKOJIBKO MOYTOBBIX silUMKOB. [lepsbiid juis vacTHoi nepe-
MUCKHU ¢ a/IpecaTaMH, KOTOPBIM Thl Z0BEpPsiCIlb. DTO IEKTPOHHBIH a/lpec He HA/l0
MCIIOJIb30BATh MPH PErUCTpaLMK Ha GOopyMax U cairax;

7. He orkpeiBail (aiibl M Apyrue BIIOKEHHS B IHCLMAX, Jlake ec/ii OHH
NPUIUTH OT TBOMX Apy3eil. Jlydwie yroynu y HUX, OTHPABISIN JI4 OHW Tede ITH
(haib;

8. Ilocne okonuanusi paboTbl Ha MOYTOBOM CEpPBMUCE [EPE/l 3aKpbITHEM
BKJIQ/IKK ¢ CalTOM He 3a0yab Haxarh Ha "Beridtn".

KubepOy /uiMHr HilM BUPTYallbHOC H3/IeBaTEILCTBO

KubepOymuHr - npecnejioBanue cooOLUIEHUSIMU, COACPIKALLMMU 0CKOpOIIe-
HUSl, arpeccuio, 3aryruBaHue; XyJIUIraHcTBO; colnaibnoe DOHKoTUpoBaHue ¢ 1o-
MOIIBIO PA3JIMYHBIX HHTCPHET-CEPBUCOB.

OcHoBHbIe coBeTbl 110 Dopsde ¢ KUdepOyIIITHHIOM:

1. He Opocaiics B 60ii. Jlyqwnii criocod: nocoBeToBaThes Kak ceOst BECTH H,
€CIIM HEeT TOro, K KOMY MOKHO OOparuThCsl, TO BHA4ase yCHoKoutThes. Eciu 1ol
Ha4HEelllb OTBEYaTh OCKOPOJEHUsSMH Ha OCKOpOJIEeHUs, TO TOJNLKO eue Ooblie
pazoxoKelllb KOH(IUKT;

2. Ynpasnsii cBoeit kubeppenyTauuei;

3. AHOHMMHOCTb B ceTH MHUMas. CyllecTByloT ¢rocoObl BbIACHHTbL, KTO
CTOMT 3a AHOHUMHBIM AKKAYHTOM;

4. He cromTt BecTn XyiuraHckud obpas supryanpnoi skusnu. Murepner
(GHKCUPYET BCE TBOM JCHCTBHMS M coXpaHsieT Mx. YaauuTh ux Oyjer kpaiine 3a-
TPYAHUTEIILHO;

5. CoGumoai CBOKO BUPTYAJIBHYIO YECTh CMOJIOJY;

6. Urnopupyit esiuununblii Heratus. OIHOpa30Bbie OCKOPOUTEIbHbIE CO0D-
LEHUsl Jiydlie UrHopupoBath. OObIYHO arpeccus Npekpalaercs Ha HadajlbHOH
CTA/IUH;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOLICHUSIMMU, B
COLIMAIBHBIX CETSIX CCTh BO3MOKHOCTE OJIOKMPOBKH OTIIPABKK COOOIIEHHUH ¢ OlIpe-
JEJICHHBIX aJIpecoB;

8. Ecii TBI cBuaerenb kKnOepOyiuinHra. TBOM AeHCTBUS: BLICTYIIHTL IPOTHB
npeciaeaoBaTells, IOKa3aTh eMy, YTO ero ACHCTBHs OLCHUBAIOTCH HCraTHBHO, I10/1-
JepKaTh KEPTBY, KOTOPOH HYy)KHa ICUXOJOIHYECKass MOMOLLb, COO0IMUTL B3POC-
JIbIM 0 (haKTe arpecCMBHOIO MOBEJICHUS B CETH.



MoOunbHbIA TenehoH

CospemenHbie cMapT(OHbI U IUIAHILIETHI COJlepyKaT B cede BIIOJIHE B3POCIIbIH
(QYHKIHOHAN, ¥ Terepb OHKH MOT'YT KOHKYPUPOBAaTh CO CTALMOHAPHBIMU KOMIILIO-
Tepamu. OJ1HaKO, CPe/ICTB 3alMUThl Ul 10I00HBIX YCTPOHCTB 110Ka OYeHb MAJIO.
TecTuposanue 1 NoOMCK ysI3BUMOCTEH B HUX HPOMCXO/MT HE TAK HHTEHCHBHO, KaK
mis K, To ke camoe kacaercst 1 MOOMIBHBIX [IPH/IOKEHUH.

CoBpemenHble MOOHIIbHBIC Opay3epbl yKe NPaKTHYECKH JIOTHAIM HACTO/Ib-
HBIE aHAJIOrM, OJIHAKO pacliMpeHde (pyHKIMoHaua Bieder 3a coboil 0oJblIYIO
CJI0KHOCTD M MEHBILYIO 3alUIIEHHOCTD.

Jlaneko He Bce INMPOM3BOAMTENM BBULYCKAOT OOHOBIEHHWS, 3aKPbIBAIOLINE
KPUTUYECKHE YI3BUMOCTH JUISi CBOUX YCTPOHCTB.

OcHosublie coBersl Juis Oe3onacHocTH MOOHILHOTO TejledoHa:

Huuero we sisisiercs no-nacrosiemy 6ecruiarueiM. Byzis ocropoxket, Beb
Korga rebe npenaraioT 6ecrnyaTHbIi KOHTEHT, B HEM MOI'YT ObITh CKPBITbI KaKue-
TO IJIATHLIE YCITYTH;

Jymaii, npexqgie yem ornpaButs SMS, ¢oro win Bujieo. Thl TOUHO 3HACHIb,
rae ouu Oy/1yT B KOHEUHOM HTOore?

Heo0x011uM0 00HOBIATH ONEPALMOHHYIO CHCTEMY TBOEI0 cMapT(hoHa;

Mcnonb3yit aHTUBHPYCHBIC IPOrpaMMBbl /U1 MOOMIIbHBIX Tel1e(hOHOB]

He 3arpy:kail MPHIOKCHHS OT HEH3BECTHOI'O MCTOYHMKA, BE/b OHU MOTYT
COJIepKaTh BPEJIOHOCHOE [IPOrpaMMHoe obecreyeHue;

ITocne Toro kak Thl BbIHACLIL C caiiTa, rj1¢ BBOAMII JIMYHYIO MH(OPMALLHIO,
3aliau B HacTpoikyu Opaysepa u yjanu cookies;

[leprogmyecku npoBepsii, Kakue arHble yCIyrd akTHBUPOBAHBI HA TBOSM
HOMEpE;

JlaBaii cBoii HOMep MOOMJIBLHOrO Tele(OHA TOIBKO JIHOMAAM, KOTOPbIX Thl
3Haellb U KOMY JIOBEpsICILb;

Bluetooth gosiskeHn ObITH BBIKJIIOYEH, KOI/la Thl HM HE MoJib3yewbes. He 3a-
ObIBail HHOT/IA IPOBEPSTH ITO.

Online urpsl

CoBpemeHHble OHJIAMH-UIPBI - 9TO KPAaCOYHbIC, 3aXBaThIBAIOIIME pa3Bieye-
HHA, 061)8,£[P1H5110H_[HE COTHH ThICAY HCIIOBCK IIO BCCMY MHPY. “I"pDKH HCCIICAYHOT
NaHHbIA UM MUD, 0OIIAIOTCH APYT C JAPYIOM, BBIIOJIHAIOT 3a/1aHMsl, CPaKaloTCs ¢
MOHCTPaMHU M MOJIYYalOT ONbIT. 3@ YJAOBOJBLCTBUE OHHU ILIATST: MOKYNAIOT JIMCK,
ONJIaYMBalOT a0OHEMEHT MJIM NIPHOOPEeTAlOT KaKHe-TO OIIHH.

Bcee a1u cpejicTBa MYyT HA MOAJACPKAHUE U PA3BUTHE UIPbI, @ TAKXKE HA camy
0e3011aCHOCTb: COBEPIIEHCTBYIOTCS CHUCTEMbl aBTOPU3ALMH, BLIITIYCKAIOTCS HOBBIE
nartyy (UMQpoBbIe 3aMIaATKK U1 IPOrPaMM), 3aKpbIBAlOTCs YSA3BUMOCTH CEPBEPOB.

B nogoOHBIX HMIpax CTOMT ONACATLCSH HE CTOJNLKO CBOMX CONCPHHKOB,
CKOJIBKO KpaxXM TBOEIo 11apoJis, Ha KOTOPOM OCHOBAHA CHCTEMA aBTOPH3AlLMH
OOJIBIIMHCTBA UTP.

OcHOBHbIE COBETHI 110 OE30MACHOCTH TBOEI'O UI'POBOI'0 AKKAYHTa:

1. Eciin ipyroit urpok Beer cedsi IIoxo WK Co3/aeT Tede HeIPUsITHOCTH,
3a0J10KMpY# €TI0 B CIIMCKE UIPOKOB;



2. Moxanyiics agiMUHKCTPATOPaM MIPbl HA ILIOXOE MOBE/IEHHE YTOr0 HIPO-
Ka, JKeJaTeIbHO MPUIIOKHTL KaKHe-TO /10Ka3aTellbCTBa B BU/1€ CKPUHOB;

3. He ykaspiBaii Jinunyto nadopmaiuio B npodaiisie urpbl;

4. VBaxail Apyrux y4aCTHHKOB I10 UI'Pe;

5. He ycranasiauBai Heo(HIIMAIBLHBIE [TATYH U MO/LbI;

6. Mcrosib3yi CiloskHbIe W pa3Hble NapoJiy;

7. Haxxe BO BpeMs MIpbl HE CTOMT OTKIOYAThH antuBupyc. [Toka bl mrpa-
€lllb, TBOW KOMIIBIOTEP MOI'YT 3apa3HTh.

(MDUIIKMHT WK KpaXka JTMYHBIX JaHHBIX

OObIYHOH KpajkeH JIeHer M JIOKYMCHTOB CCI'O/IHs YK€ HHKOI'O HE YIHWBHIIb,
HO C Pa3sBHTHEM HHTEPHET-TEXHOJIOIMH 3JI0YMbBILUIEHHUKH [EPEMECTHINCh B HH-
TEPHET, U MPOAOJIKAIOT 3aHUMATHCS "THOOUMBIM" J1€JIOM.

Tak nosiBUiIacL HOBas yrposa: MHTEPHET-MOILUCHHHYECTBA WM (QHIUHHL,
rJ1aBHas 11eJ1b KOTOPOIro COCTOUT B IOJYyYEHUH KOH(PHICHIIMAIBHBIX JIaHHBIX I10JIb-
30BaTeniel - JIOrMHoB M napoJsei. Ha anrinuiickom sizbike phishing uuraercs kak
¢umuHr (o1 fishing - peiOHas siosis, password - naposn).

OcHoBHBIC coBeThI 110 Oopble ¢ pummMHIroM:

1. Ciieu 3a cBouM akkayHTOM. EciM Thl 110/103peBaciib, 4T0 TBOSI aHKeTa
Obula B3J10MaHa, TO HeoOX0uMO 3abJOKMpPOBATH €€ U COOOIUMTH aIMUHKCTPATO-
paM pecypca 00 9TOM Kak MOXKHO CKopee;

2. Ucnonw3yii 6e3omnacHblie BeO-caliTbl, B TOM YHCIIC, HHTCPHET-MarasuHoB U
[TOMCKOBBIX CUCTEM;

3. HUcnonb3yil cinoxuble ¥ paszuble napoau. Takum obpazom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH [10JIyYaT JOCTYIl TOJIBKO K OJIHOMY TBOEMY I1pO-
(Guito B ceTH, a He KO BCeM;

4. Eciu Teds B3/IOMaIH, TO HEOOXOIMMO TPE/LYIIPE/IMTh BCEX CBOMX 3HAKO-
MBIX, KOTOpbIe J00aBiieHbl y T€0st B JIpY3bsiX, O TOM, 4TO Teds B3/10Maln M, BO3-
MOKHO, OT TBOEro uMeHu OyJieT pacchulaThbCsi CIIaM M CCLUIKM HA (DPULIHHIOBBIE
CalThl;

5. YcranoBu Hajexubli napodib (PIN) na MoOuiibbIA TEledon;

6. OTKI1I04M coOXpaHeHHUe napoJis B Opaysepe:

7. He orkpbiBaii (aiisibl 1 JIpyrHE BJIOKCHHUS B [IMCbMax, JaXe €CJIH OHH
NPULLIM OT TBOMX Apy3ei. Jlydlie yTO4HHM Y HHUX, OTIIPaBJISUIM JIK OHH TeOe ITH
(haiinbl.

[{ndposas perryraiys

[ludposas penyranusi - T0 HeraTUBHAS MW MO3UTHBHAS HH(OpPMAIUS B
cetu 0 Tebe. Komnpomerupytomas nudopmaiiust, paMerientas B uurepHere, Mo-
KET Cepbe3HbiM 00pa3oM OTPa3UThCs Ha TBOCH peabHON xu3uu. "Lludposas pe-
nmyTaius” - 9T0 TBOH UMUK, KOTOpbId hopmupyercst U3 uHdopmaiuu o tede B
UHTEPHETE.

TBoe MecTo )uTenbeTBa, y4edbl, TBOE (GUHAHCOBOEC 110JI0KEHUE, OCOOEHHO-
CTH XapakTepa ¥ pacckasbl 0 OJU3KUX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue noApoCTKH JerKOMbICICHHO OTHOCHTCS K 11yOJIMKALMKM JIHHHON HH-
dopmauuu B MHTEepHETE, HE [MOHUMAass BO3MOKHBIX [OCIHCACTBHH. TbI Jdake HE



CMOXellb J10razaThesi 0 ToM, 4To Qororpadusi, pasMellleHHas S JeT Haszajl, craia
PUYMUHON OTKa3a NPUHATH TeOS Ha padoTy.

KommenTapuu, pasmeutenue TBoux Qororpaduii v apyriae 1CHCTBUS MOTYT
HE MCYC3HYTh JaxKe I10cjle TOro, Kak Thl UX yJIadulib. Thbl HE 3HaCUIb, KTO COXpa-
HUJI 9TY MH(OPMALMIO, 11011a71d JIM OHA B IOUCKOBBIC CHCTEMBI M COXPAHWIIACH JIU
OHa, a IJ1aBHOE: YTO [OAYMAIOT O Te0e OKpYKalolKe JII0/IM, KOTOpPbIe HAWLYT U
yBUIAT 310. Halitu uudopmaimio MHOrO JleT crycrs cMox)eT o000 - kak U3 100-
pBIX MOOYXK/IEHUI, TaK U ¢ HAMEPEeHUEeM MPHYMHUTH BPEA. ITO MOKET OBITH KTO
YI'O/IHO.

OcHOBHBIE COBETBI 110 3aKUTe LHPPOBOM PeILy TALUM:

1. ITogymaii, npexe 4em 4To-To myOJIMKOBaTh M nepejlaBars y celst B Osiore
MJIM B COLIMAZIBHOM CCTH;

2. B Hactpoiikax npoduisi yCTaHOBH OrpaHMyYeHHst Ha MPOCMOTP TBOEro
MPOQUIIS M €ro COAEPKUMOro, cjielai ero TojabKo "1is apysei";

3. He pasmemiaii ¥ He ykasbiBail MHMOPMALIMIO, KOTOpas MOXKET KOro-1udo
OCKOPOJISITH MK OOUIKATD.

ABTOpPCKOE 11paBo

CoBpemeHHble LWIKOJIbHHUKM - aKTUBHBIC M0Jb30BaTC/IM UU(POBOro Mpo-
cTpancTBa. OQHAKO JAJICKO HE BCE 3HAIOT, YTO M0JIb30BAHUE MHOI'MMH BO3MOKHO-
cTaMH 1UQpoBoro mupa rpedyer cobuojenus 1paB Ha UHTELUIEKTYalbHYIO c00-
CTBEHHOCTb.

Tepmun "unresuiexryanbHas COOCTBEHHOCTE" OTHOCHTCS K Pa3IMYHbBIM TBO-
PEeHMSIM YeJIOBEYCCKOI'0 yMa, Ha4MHasi C HOBbIX M300pereHuil U 3HakoB, 0003Ha-
YalOMIMX COOCTBEHHOCTH HA INPOJYKTBI M YCIIYI'HM, M 3aKkaHuuBasi KHuramu, ¢oro-
l'paCI)HHMH, KﬂﬂquHJleHMH H MY3blIKdJIbHbIMH leOH'ﬂiC;‘.[C]IHHMH.

ABTOpPCKHME IpaBa - 3TO IpaBa Ha MHTE/UIEKTYAJbHYI0 COOCTBEHHOCTH Ha
[POU3BE/ICHUSI HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IpaBa BbICTYIAIOT B
Ka4yecTBe rapaHTHH TOr0, YTO MHTEJUICKTYaIbHBII/TBOPYECKHI TPy aBTopa He Oy-
JIeT HalpacHbIM, JacT €My CIIpaBeUTHMBbIC BO3MOKHOCTH 3apadoTarh HA pe3ylibTa-
Tax CBOEro Tpy/a, MOJY4YUTh M3BECTHOCTb M Ipu3HaHue. Hukro 0e3 paspeuieHus
aBTOpa HE MOJKET BOCIPOM3BOJUTH €ro MPOM3BEACHHE, PACIIPOCTPAHSTD, [1y0IHY-
HO ACMOHCTPpHPOBaTL, Ipo/jaBark, HMIIOPTHUPOBATh, IyCkarlh B IIpoKart, I'IyG.TIM‘i}[D
MCIIOJIHATD, TOKA3bIBATL/UCIIOJIHATDL B dupe niu pazMeutars 8 Murepuere.

Hcnonb3oBanue "nuparTckoro” nmporpaMMHoOro obecrieyeHus MoKeT rpuse-
CTH K MHOIMM PHCKaM: OT IIOTEPH JIaHHBIX K TBOMM aKKayHTam J0 OJOKHPOBKH
TBOETO YCTPOWCTBA, I'/le yCTaHoB/IeHa HejlerajbHas nporpamma. He crout Takxke
3a0bpIBaTh, YTO CYLIECTBYIOT JierajibHble ¥ OecriaTHbie [porpaMMbl, KOTOpbIE
MQOXKHO HAWUTH B CETH.

O nopraine

CereBHYOK.p( - TBOH IIIABHBIH COBETUYMK B CETH. 3)1€Ch Thl MOXKELb Y3HATDH
0 0€e30MacHOCTH B CETH MOHATHBLIM U JAOCTYIHBIM A3bIKOM, @ [IPH BOZHHMKHOBCHHUH
KPUTHYECKOH CHUTYallMd OOpaTUThCS 3a COBETOM. A TAKXKe IIPHHATh Y4acTHE B
KOHKYpCax M CTaTh CaMbIM [IU(POBBIM I'PaX/1aHUHOM !



